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O6 aBTOpE

e /Inba Hnkonaeeny KHA3eB
e . CaHkT-lleTepbypr, Poccus

e TexHN4YecKUn OMpPeKTop KOMMaHuM Spw.ru

¢ CepTundunympoBaHHtir TpeHep Mikrotik

e Ceptudumkarel MTCNA, MTCTCE, MTCWE, MTCUME,
MTCRE, MTCINE, MTCIPv6E
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3ayem Hy>xeH MultiWwAN

e [lna pesepBurpoBaHunda noakntodeHnst K VIHTepHeT yepes
HECKOJIbKMX NMpoBanaepos

e [lna pacnpepeneHnst Harpyskm Mexxay HECKONbKUMMN
npoBangepamMmu

e [1ns gocTyna K MapLpyTu3aTopy Yepes3 HECKOJIbKO
BHELLHNX KaHasl0B
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B yem CJ/10)KHOCTb
HaCTPOUKN?

e MapuwpyTtnsauna, mapkmnpoBka naketos B Mangle n NAT
aBnaAoTCA He3aBncuMbiMK npoueccamm RouterOS

e be3 noHnMaHunsa nx B3anMocBsi3ent HEBO3MOXXKHO

0oObUTbLCA NPaBUSIbHON HACTPOWKN N KOPPEKTHOW paboThl
MapLipyTu3aTtopa

e CyLLecTBYeT KOHEYHOE KOIMYECTBO OCHOBHbIX OLUNOOK,
KOTOpble BCTPEeYaloTCs B pa3/iMyHbIX BapraHTax
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OCHOBHbIe aTanbl
peann3auuu

e ObecneunTb YTOOLI MapLUPYTN3aTOP OTBEYAST C TOrO Xe
NHTepMenca Ha KOTopbIv NpULLEN NakeT CHapPYXXW

e ObecneunTb KOPPEKTHOE pacnpeneneHmne Tpaduka mexay
WAN-nHTEpdencamm

e ObecneynTb KOPPEKTHOE NOCTPOEHMNE TYHHENEN NPUN NX
HaNM4ynK

e He coBepLnTb TUNOBbLIX OWMOOK NPV HACTPOWKE

 PelunTb HecTaHOapTHbIE CUTyaUnn
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OTBeT MapLupyTnsartopa c
npaBuJ1bHOro HTepdoenca

e OcHoBHas npobsiema cBsi3aHa ¢ TEM, YTO NakeT NPUXoauT Ha
OAVH U3 NHTepPdENCOB MapLLUpyTM3aTopa, a MapLpyTn3aTop
MOXXET OTBETUTb C ApYyroro nHtepdenca, ecnm nmeetca bonee
BbIFOOHbIV MapLUPYT

e Hanpumep ecnn nakeT NpUAOET CHApPY>Xn Ha agpec 2.2.2.2
MapLiupyTusartopa, oH oTBeTUT ¢ agpeca 1.1.1.2

[ @MikroTik] > print

Flags: X - disabled, A - active, D - dynamic,

C - connect, S - static, r - rip, b - bgp, o - ospf, m - mme,
B - blackhole, U - unreachable, P - prohibit

# DST-ADDRESS PREF-SRC GATEWAY DISTANCE
© S 0.0.0.0/0 1.1.1.1 1
1 S 0.0.0.0/0 2.2.2.1 2
2 ADC 1.1.1.0/30 1.1.1.2 etherl-WAN1 0
3 ADC 2.2.2.0/30 2.2.2.2 ether2-WAN2 0
4 ADC 192.168.1.0/24 192.168.1.163 ether3-LAN 0
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OTBeT MapLupyTnsartopa c
npaBuJ1bHOro HTepdoenca

: Forward |
Routing : [ Mangle ] [ Filter , !
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OTBeT MapLupyTnsartopa c
npaBuJ1bHOro HTepdoenca

e [lna nameHeHns nopsigka Bbibopa maplipyTa B RouterOS
BO3MO>XHO

e MapkunposaTb MmapLwpyT B Mangle (TONbKO Leno4vkun
Prerouting n Output)

e Bocnonb3oBaTbCcsa KomaHOow /ip route rule

e Bocnonb3oBaTtbca action=route B mangle prerouting
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Ba)kHble HI0aHCbI

e [lpn NpnHATUN peweHns 06 MmapLupyTM3aumn nakeTa c
MapKWUPOBKOW MapLipyTa 1 oTCYTCTBUN NN
HEeOOCTYNMHOCTU MapLuipyTa C MapKUpPOBKOW, NakeT byneT
obpaboTaH B OCHOBHOW Tabnuue mapwpytmnsaymm (main)

e YnpaBnaTb 3TUM MOXXHO 4epe3s /ip route rule (lookup-
only-in-table)

B Poccum
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OTBeT MapLupyTnsartopa c
npaBuJ1bHOro HTepdoenca

e Knaccuyecknnm BapmaHT peLleHns 3agadnm aTo
MapKnpoBKa coeguHeHnsa B mangle input

e Mapkuposka mapuwpyTta B Mangle Output

o Co3paHne MapKnpoBaHHbIX MapLLPYTOB B /ip route
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OTBeT MapLupyTnsartopa c
npaBuJ1bHOro HTepdoenca

! Forward |
Routing ' } Mangle Filter , :
i 1L _>[ Forward ] [ Forward}»[Accountmgj :
' """"" Prerouting ! Y T Input ! L Output ! i | PostRouting;
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OTBeT MapLupyTnsartopa c
npaBuJ1bHOro HTepdoenca

add
add
add
add

add
add
add
add

action=mark-connection chain=input in-interface=etherl-WAN1 \
new—connection-mark=con-WAN1 passthrough=yes
action=mark-connection chain=input in-interface=ether2-WAN2 \
new—connection-mark=con-WAN2 passthrough=yes
action=mark-routing chain=output connection-mark=con-WAN1 \
new—routing—mark=WAN1l passthrough=yes

action=mark-routing chain=output connection-mark=con-WAN2 \
new—routing—mark=WAN2 passthrough=yes

routing—mark=WAN1
routing—mark=WAN2

distance=1 gateway
distance=1 gateway
distance=1 gateway
distance=2 gateway
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OTBeT MapLupyTnsartopa c
npaBuJ1bHOro HTepdoenca

e TnoBoW OLWNOKOW Npv 3TOM ABNSIETCH OTCYTCTBUE
HEMaPKMNPOBAHHONO MapLipyTa no ymMmoa4aHuo

e Hanpumep ecnun Tabnunua mapLlipytmnsaunm oyaet UMeTb

Takou BuA, TO HOpManbHbIN OOCTYMN K poyTepy C BHELHNX
agpecoB byaeT HEBO3MOXKEH.

e Tak >xe byaeT HEBO3MOXEH O0CTYyn B VIHTEpPHET C
MapLupyTmsaTopa

add distance=1 gateway=1.1.1.1 routing—mark=WAN1
2.2.1 routing—mark=WAN2
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add distance=1 gateway=2.2.2.




e

OTBeT MapLupyTnsartopa c
npaBuJ1bHOro HTepdoenca

e JTO CBSI3AaHO C TEM, YTO O/ monagaHns naketa B mangle
output nakeT gosikeH npouTu routing decision, npu aTom
Ha NakeTe elle HETY MapKUPOBKN MapLupyTa

e [loaToMy HEOBXOANMO NMETL XOTH Obl OOAVMH MapPLUPYT MNoO
YyMO4aHUIO 6€3 MapKUPOBKN, OaXe eC/n 3TOT MapLpyT
HMKorga He bygeT ncnosib3oBaTbCS
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OTBeT MapLupyTnsartopa c
npaBuJ1bHOro HTepdoenca
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[locTpoeHune TyHHenen Ha
mapLupytusartope ¢ MultiwAN

e YacTo, npn HeobxoammocTn obecneunTb
becnepebonHbI OOCTYN K yaaneHHoW naowaake, yoobHo
NOCTPOUTb OO HEE OOHOBPEMEHHO HECKONBbKO TYHHESNEN C
pas3HbIX WAN-nHTEPpdENCOB.

e B GRE, IpIP n EolP TyHHENSAX eCcTb napameTp source-
address

e OOHaKO TOJIbKO 3TOM0 HEAOCTATOYHO
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[locTpoeHune TyHHenen Ha
mapLupytusartope ¢ MultiwAN

e [lTpnmep owMboYHON KOHMPUrypaumm

* [lpn aTomM TyHHeNb gre-tunnel2 nocTponTca He Tak, Kak
oXXungaeTcs

add local-address=1.1.1.2 name=gre-tunnell remote-address=5.5.5.5
add local-address=2.2.2.2 name=gre-tunnel2 remote-address=6.6.6.6

add distance=1 gateway=1.1.1.1
add distance=10 gateway=2.2.2.1

B Poccum
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[locTpoeHune TyHHenen Ha
mapLupytusartope ¢ MultiwAN

: Forward |
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[locTpoeHune TyHHenen Ha
mapLupytusartope ¢ MultiwAN

e [1Nna KOppeKTHON KOHUrypaunm Heobxoammo
6noknpoBaTb BO3MOXHOCTb NOCTPOEHNA TYHHENS HE CO
«CBOEro» NHTep@enca

e YnobHee Bcero aTo genatb npw nomoLun /ip route rule
action=lookup-only-in-table

add distance=1 gateway
add distance=1 gateway
add distance=1 gateway
add distance=2 gateway

1.1.1.1 routing-mark=only-WAN1
2.2.2.1 routing-mark=only—-WAN2
1.1.1.1
2.2.2.1

add action=lookup-only-in-table src-address=1.1.1.2/32 table=only-WAN1
add action=lookup-only-in-table src-address=2.2.2.2/32 table=only-WAN2
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MultiWAN un Destination
NAT

e [1pn HeobxoaumocTn Nybnmkaumm cepBMCOB 3a
MapLpyTn3aTopoM, KPOMe OTBETA CaMOro MapLipytuaaropa c
«MpPaBUIbHOro» NHTeEpPMenca, HeobxoanmMo 3To XXe obecrneunTb Ong
cepBucoB 3a NAT

e B aTon cutyaumm HeobxoanmMmo MapkKmpoBaTb U COEOVNHEHUS U
MapLpyTbl B mangle prerouting

* OyeHb Ba)XHO UCKJTIOUYNTb MApPKUPOBKY MapLLUPYTOB Mpu
noctynnenmn naketa ¢ WAN nHtepdenca

* Mogundvunpyem npepbiayLlyto KoHdourypauuto. nsa yoobcTea
ncrnonb3yem interface list
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MultiWAN n Destination

! Forward |
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L DSTINAT B 1% Input ) | Adjustment | "\ Postrputing )i
: i o y ] o !
(| ) (O Filter 0 e Filter N V([ J i
| i ! | ! : : | SRCNAT :
| Mangle F!reroutlng) E L Input J i ouput ! L [ ).
: : - ! ! } L { ,
/( Conngction ) ! \( Queug Tree ! '\(  Mangle ! [ Hotipot hE
AN Traiker ) i AN Gl *bal ) i E _ Ou’;put ) E 1L ; ) i
E ( | ) E E ( Simple ) E Ef Connection ) E E ([ Queup Tree ) E
E L HOtS?Ot IN ) E E L Qun]ues ) E L Tracker ) E 9 Glgbal y E
- t 2 | | | Er f 2 E > nii 2 |
‘| RAW|Filter | ! | i  RAWFilter |} ! Sinple |
AS ) i ! '\ ) i Quques )
Ly _____ ) I I- _________ ! 1 ) ‘ ________ !
\ ([ Intefface )
T
[ Local Process - Queu; ee
[ Input Interface ] [Output Interface]

ki = OdurumanbHbIi
Production.

Warranty. P | ___ouctpmbbioTop Mikrotik
"A = B Poccun




MultiWAN un Destination
NAT

/interface list

add

name=1st-WAN

/interface list member

add
add

/1ip
add

add
add
add

add
add

interface=etherl-WAN1 list=WAN
interface=ether2-WAN2 1ist=WAN

firewall mangle

action=mark-connection chain=prerouting connection-mark=no-mark \
in-interface=etherl-WAN1l new—-connection-mark=con-WAN1

action=mark-connection chain=prerouting connection-mark=no-mark \
in-interface=ether2-WAN2 new-connection-mark=con-WAN2

action=mark-routing chain=prerouting connection-mark=con-WAN1 \
in-interface—list=!1st-WAN new-routing-mark=WAN1l

action=mark-routing chain=prerouting connection-mark=con-WAN2 \
in-interface-list=!1lst-WAN new-routing-mark=WAN2

action=mark-routing chain=output connection-mark=con-WAN1 new-routing-mark=WAN1
action=mark-routing chain=output connection-mark=con-WAN2 new-routing-mark=WAN2
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3ayem ncksiroumnm WAN-
NMHTepdoencbl U3 MaPKNPOBKA?

e Ecnwn aTtoro He caenartb, NakeT npuweawmnm n3 VIHTepHeT n
OTHOCSLLMNCA K MApPKNPOBAHHOMY COEANHEHUIO HE ByOeT
noctasneH B LAN

[ Input Interface J >[Mangle Prerouting]

MakeT npuxomuT OcHoBbIBasiCb Ha MapKNPOBKe PoyTep oTNpaBuT ero
¢ WAN-uHTepdeiica COEANHEHNA noJflyHaeT Mo VMEHOBaHHOW TabnuLe MapLpyTU3auui
MapK1MpoBKy MaplupyTa Ckopee Bcero Ha default gateway
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PacnpeneneHme
Harpy3ku no KaHasjiam
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ANropuTmbl
pacnpenesieHna Harpy3ku

e CtaTtnyeckun (No agpecam, NpPoOToKo1am, nopTamMm n nx
KOMOUHaUMsaMm)

e Per Connection Classifier (PCC)
e Nth

e Equal Cost Multi Path (ECMP)

e Random
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CtaTtnyeckoe
pacnpengeneHmne Tpadguka

e OObIYHO Ba3npyeTCcs HA MapPKNPOBKE MapLUPYTOB B
mangle prerouting Ha ocHoBaHUM agpecoB oTnpasuUTens/
nosiydatens nakera, NpoOTOKOI0B, MOPTOB U T.M.

e B cny4yae npocTbIX NpaBusl, MOXXHO BOCMO/b30BaTbCA /ip
route rule

e B HEKOTOpbIX cnyyasax MO>XHO BOCMOJIb30BaATLCA
action=route B mangle prerouting. Ho npwv aTOM BbI
NUWLNTECH YacTn PyHKLMOHaNa mapLipytusaunn
(Hanpumep route distance)
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CtaTtnyeckoe
pacnpengeneHmne Tpadguka

e B 3TOM Npumepe Mbl onpenensemM 4To agpeca ns nepsoun
nonoBuHbl LAN BbixogaTt B VIHTepHeT yepe3 WANT

e BTOpasa nonoBunHa cetn BbIXoauT B VIHTEPHET Yepes
WANZ2

e XocT 192.168.88.50 aBns9Ccb NOYTOBLIM CEPBEPOM
paboTtaeT no npotokony SMTP (TCP Port=25) yepes
WANS3
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CtaTtnyeckoe
pacnpengeneHmne Tpadguka

# Co3paeM CNUCKW appecos

/1p firewall address-1list

add address=192.168.88.0/25 list=First-NET

add address=192.168.88.128/25 list=second-NET

# MapkunpyeMm coefuHeHUs

/1p firewall mangle

add action=mark-connection chain=prerouting new-connection-mark=con-WAN1 \
src—address—List=F1irst-NET

add action=mark-connection chain=prerouting new-connection-mark=con-WAN2 \
src—address—Llist=Second-NET

add action=mark-connection chain=prerouting dst-port=25,110,143 \
new—connection-mark=con-WAN3 protocol=tcp src—-address=192.168.88.50

# MapKunpyem MapupyThbl

add action=mark-routing chain=prerouting connection-mark=con-WAN1 \
in-interface-list=!1st-WAN new-routing-mark=WAN1l passthrough=yes

add action=mark-routing chain=prerouting connection-mark=con-WAN2 \
in-interface—list=!1st-WAN new-routing-mark=WAN2 passthrough=yes

add action=mark-routing chain=prerouting connection-mark=con-WAN3 \
in-interface—list=!1st-WAN new-routing—mark=WAN3 passthrough=yes

B Poccum
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Per Connection Classifier

e [lo3BonsEeT BbIbpaTb KflaccudpmnkaTop coeanHeHns (src-
address, dst-address, oba agpec B KombuHauum ¢
noptamMu nnn 6e3 HnX)

e [lna Ka)kgoro coeanHeHna MapLupyTn3aTtop
paccynTbiBaeT 32-OUTHbIN XeLl

e Jlna pacnpepneneHnsa Harpy3kun, OOCTaTouYHO PeWnTb
HECNOXXHYO NPOonopLuto

B Poccum
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Per Connection Classifier

e 3apava, pacnpenennTb Tpaduk Ha OCHOBaHUN adpeca
OTNpaBuUTESNIA, B COOTHOLWEHUN 1:2 (HanpuMep NMEKOTCH
kKaHanbl WAN1=10 M6ut n WAN2=20 M6uT)

add action=mark—-connection chain=prerouting in-interface=LAN \

new—connection—-mark=con-WAN1 passthrough=yes per—-connection-classifier=\
src—address:3/0

add action=mark—-connection chain=prerouting in-interface=LAN \

new—connection—-mark=con-WAN2 passthrough=yes per—-connection-classifier=\
src—address:3/1

add action=mark—-connection chain=prerouting in-interface=LAN \

new—connection—-mark=con-WAN2 passthrough=yes per—-connection-classifier=\
src—address:3/2

add action=mark-routing chain=prerouting connection-mark=con-WAN1 \
in-interface—list=!1st-WAN new-routing-mark=WAN1l passthrough=yes
add action=mark-routing chain=prerouting connection-mark=con-WAN2 \
in-interface—list=!1st-WAN new-routing—mark=WAN2 passthrough=yes
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Nth

e Euwe ognH mexaHnam RouterOS noasongatowmin
pacnpenennTb Tpaduk No KaHasam

e (DyHKUMOHaNLHO NoxoXx Ha PCC, HO He nMmeeT
BO3MOXXHOCTU yrpaBneHns knaccndnkatopom Tpaduka

e OObIYHO UCnoNb3yeTCcA A8 ANHAMNYECKOro 3anoJIHEHUS
crnnckoB aapecos (address-list) B dhanmpBoe, Ha
OCHOBaHMN KOTOPbIX B faJIbHENLLEM OCYLLIECTBJIAETCH
pacnpeneneHne MapLpyToB
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ECMP

e Equal Cost Multi Path Route mapupyT B KoTopom
nmeeTca bonee oaHoOro Lwn3a

B ogHOM MapLupyTe OOvH 1 TOT Xe LLIH03 MOXKHO yKasaTb
HEeCKOJIbKO pa3

e [lng Ka>xgoro HOBOro coeanHeHnsa MapLlipyTmn3artop
BbIYNCNISAET XelW Ha ocHOBaHWMK src-address+port 1 dst-
address+port n «npnBA3bIBaeT» 3TO K OAHOMY U3 LLIHO30B
yKa3aHHbIX B MapLupyTe
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ECMP

e [lpn atom pa3 B 10 MMHYT MapLUpyTU3aTop
«BblpaBHMBAET» KOJINYECTBO COEONHEHNN MeXOY
LLK03aMU

e OTO He Nno3BonsdeT paboTaTb 3TON TEXHOMOM NN
coBmecTHO ¢ NAT

e [lpoBepka goctynHocTn wnto3a (check-gateway) ons
3TOro MapLupyTa He UMEET CMbICNa, MOTOMY UYTO XOTS Obl
OAVH N3 WJ030B 06bIYHO OOCTYNEH
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ECMP

e [lpnmep ECMP-mapLiupyTa n mapLupyToB C NPOBEPKOU
pocTtynHocTn Gateway

add distance=1 gateway=1.1.1.1,1.1.1.1,2.2.2.2
add check—-gateway=ping distance=100 gateway=1.1.1.1
add check—-gateway=ping distance=100 gateway=2.2.2.2
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ECMP n NAT

e Tak kak ECMP MOXEeT «nepeMecTnTb» COEANHEHME HA
gpyron w3 6e3 yyeta NAT, coBmecTHO ¢ NAT
MCNOMb30BaTb 3TY TEXHOMOMMIO HE NOJTYHYUTCH

e ECnn Bbl BCe-Takn XOTUTE ee NCNoJiIb30BaTb, TO
HeobxoanMo «NPUBA3aTbL» COEANHEHNE K KOHKPETHOMY
LLUMHO3Y

e [lna aToro ygobHo MUCrnonb30BaTb MAapPKNPOBKY
coeanHeHna B mangle forward n 3atemM MapKmMpoBKY
MapLUpYyTOB
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ECMP n NAT
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ECMP n NAT

/ip firewall mangle

add action=mark-connection chain=forward connection-mark=no-mark \
new—connection-mark=con-WAN1l out-interface=etherl-WAN1l passthrough=yes

add action=mark-connection chain=forward connection-mark=no—-mark \
new—connection-mark=con-WAN2 out-interface=ether2-WAN2 passthrough=yes

add action=mark-routing chain=prerouting connection-mark=con-WAN1 \
in-interface-list=!1st-WAN new-routing-mark=WAN1l passthrough=yes

add action=mark-routing chain=prerouting connection-mark=con-WAN2 \
in-interface—list=!1lst-WAN new-routing—-mark=WAN2 passthrough=yes

/1p route

add distance=1 gateway=1.1.1.1 routing-mark=WAN1
add distance=1 gateway=2.2.2.1 routing—-mark=WAN2
add distance=1 gateway=1.1.1.1,1.1.1.1,2.2.2.1

add check—-gateway=ping distance=100 gateway=2.2.2.1
add check—-gateway=ping distance=100 gateway=1.1.1.1
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Random

o [Ins pacnpegeneHnsa Harpy3km Mexkay KaHanamm Tak Xe
MO>XHO ncnosib3oBaTb PyHKUMIO Random

e [laHHaa yHKUUSA ABNSIETCA NPON3BOAHOW OT reHepaTtopa
ncesgoc/ydanHon nocnenoBaTenbHOCTM cpabaTbiBasl C
BEPOSATHOCTbLIO 3a0aBaeMOU B NPOLEHTaxX

e OTO NO3BONAET «OTHOCUTENIBHO YECTHO» pacnpenennTb
NoOKAYEHNA Mo KaHanam
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Random

e [lpegnonoXwum y Bac ectb kaHasibl Ha 100 n Ha 10 mOuT
e Bbl xotute 10% «HEeygaydyHMKOB» NpuBa3aTb K 6o51iee MeasieHHOMY KaHany

e «Heyga4dHuKu» BblbupatoTca criydanHbIM 0b6pa3om

/ip firewall mangle

add action=mark-connection chain=prerouting connection-mark=no-mark \
in-interface=ether3—-LAN new—-connection-mark=con-WAN1l passthrough=yes \
random=10

add action=mark-connection chain=prerouting connection-mark=no-mark \
in-interface=ether3—-LAN new-connection-mark=con-WAN2 passthrough=yes

add action=mark-routing chain=prerouting connection-mark=con-WAN1 \
in-interface—list=!1st-WAN new-routing-mark=WAN1l passthrough=yes

add action=mark-routing chain=prerouting connection-mark=con-WAN2 \
in-interface—list=!1st-WAN new-routing-mark=WAN2 passthrough=yes
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Heckonibko NHTepdoencos
C OOHMM U TEM >Ke LLUJTIO30M

10.0.0.100/24

10.0.0.1 @
ISP

Router 10.0.0.200/24

10.0.0.1 @
0.0.0.10
ISP-1

Router 10.0.0.200/24 10.0.0.1 @
ISP-2
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2 NHTepdoenca c ogHUM U
TeM >Ke LLJ1I0O30M

e B aTon cutyaumm NoMoraeT crneunasnbHbIi BapuaHT
yKasaHuga wno3a (gateway) B Tabnuuye mapLipytmnsaumm B
Bnae address®interface

e Hanpumep

. 1%etherl-WAN1
. 1%ether2-WAN2
. 1%etherl-WAN1 routing—-mark=WAN1
.1%ether2-WAN2 routing-mark=WAN2

add distance=1 gateway=10.
add distance=2 gateway=10.
add distance=1 gateway=10.
add distance=1 gateway=10.

e Jlanee ncnonb3ysa MapKMpoBKU banaHcupyeM Harpysky
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[TpoBangep no DHCP

e Korpa npoBangep otaoaet agpec no DHCP, To Ha MOMEHT
HanncaHnst KOHUrypaum Ham HEM3BECTEH afpec
default gateway n HeBo3MO)XHO HanucaTb
MapKUPOBaHHbIN MapLUIpyT

e Toroa MO>XHO UCNOJSIb30BaTb
e Dhcp-client script

e VRF
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DHCP-Client Script

e [aHHbin ckpunT (Npumep n3 WIKi), npn nonyyeHnn agpeca co3gaetT MapKMpOBaHHbI MapLUpyT
c mapkumposkon WAN1

* Ecnn noctaeutb add-default-route=yes 10 6ygeT Tak XKe cos3gaH HEMapPKUPOBAaHHbIN MapLUpyT

add add-default-route=no dhcp-options=hostname,clientid disabled=no interface=etherl1-WAN1 script="{\r\
\n :local rmark \"WANI\"\r\

\n :local count [/ip route print count-only where comment=\"WANI\"]\r\

\n :if (\$bound=1) do={\r\

\n +if (\$count = @) do={\r\

\n /ip route add gateway=\$\"gateway—-address\" comment=\"WAN1\" routing-mark=\$rmark\r\
\n } else={\r\

\n :if (\$count = 1) do={\r\

\n : local test [/ip route find where comment=\"WANI\"]\r\

\n :if ([/ip route get \$test gateway]!= \$\"gateway-address\") do={\r\
\n /ip route set \$test gateway=\$\"gateway—-address\"\r\

\n H\r\

\n } else={\r\

\n zerror \"Multiple routes found\"\r\

\n H\r\

\n F\r\

\n } else={\r\

\n /ip route remove [find comment=\"WAN1\"]\r\

\n \r\

\n}\r\

\n

Sosocion. - eriabarep 83QQ 7009468

Warranty. P __anctpubbloTop Mikrotik
"A B Poccun




VRF

 VRF aT0 Virtual Routing and Forwarding

e [lpencTtaBnsgeT cobon N3oSIMPOBAHHYO HE3AaBUCUMYIO Tabnuuy
MapLupyTmnsaunmn

e B VRF MOXHO ykasaTb MHTEPMENCHI

e Ecnn takon nHtepdenc nonydunt agpec no DHCP, Bce mawpyThbl
ToxXe byayTt B aToMm VRF

e Tak kak B RouterOS VRF nocTpoeHa Ha MapKnpoBKax, MOXHO
ncnonb3yst mangle oTnpaBnsaTb NakeTbl B 3Ty Tabnuuy
MapLpyTu3aunumn rge oHn oyayTt obpaboTaHsbl
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VRF

e Tak kak VRF aTto nsonunposaHHasa tabnuuya, npu npuxone
naketoB Ha nHTepdenc WAN1 nx Hago npuHyanTenbLHO
oTnpasnsaTb B Tabnuyy mapwpytudaumm MAIN nHave oHn oyoyT
obpaboTaHbl BHYTpK Tabnuupbl VRF

add interfaces=etherl-WAN1 routing-mark=WAN1

add dhcp-options=hostname,clientid disabled=no interface=etherl-WAN1

add action=mark-connection chain=prerouting in-interface=ether3-LAN \
new—connection-mark=con-WAN1l passthrough=yes random=20

add action=mark-routing chain=prerouting connection-mark=con-WAN1l in-interface=\
ether3-LAN new-routing-mark=WAN1 passthrough=yes

add action=mark-routing chain=prerouting in-interface=etherl-WAN1 new-routing-mark=\
main passthrough=yes

product ‘ | OdmumanbHbIl ;
B e — avcTpuBLIoTop Mikrotik 8 800 700 97 66
‘k ‘il B Poccum



Check Gateway

e Check Gateway aTo dhyHKLMS MPOBEPKN LLIHO3A

* [lpn BkntodeHnn atoun onumn RouterOS pas B 10 cekyH
BbINOJIHAET ping WU arp-3anpoc Ha W3

e Ecnun Wwnto3 He OTBETUST B TEYEHUN ABYyX NMpoBepokK, OH
CHNTaeTCAd HeOJOCTYINHbIM N BCE MapLUPYThbI
accounnpoBaHHblE€E C HNUM CTAHOBATCAHA HEAQKTUBHbLIMI

e [lpobnema B TOM, 4YTO 006LI4YHO Default gateway aTo agpec
6bn>kHero K Bam ycTpouncTaa nposangepa, OOCTYNHOCTb
KOTOPOro HE rapaHTUPYET OOCTYMHOCTb AocTtyna B /IHTEepHeT
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Check Gateway

e MO>XHO NPoOBEPSATb OOCTYNHOCTb HE HEMOCPEACTBEHHO
LLIt033a, a KaKkoro-1mbo peanbHOro agpeca B CeTu
NHTepHeT (Hanpumep, agpeca LeHTpanbHoro odurca ns

dnnnana)

e [1ns aTOro MOXHO Bocnonb3oBaTbes yTunnton NetWatch
NN PEKYPCUBHON MapLUpyTu3aumen
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NetWatch

* YTunmta, npoBepsoLas OOCTYNMHOCTb XOCTa B CETU

e [lpun ero goctynHocTu BbinonHseTcs ckpunt UP

e [lpn ero HegOCTYNHOCTW BbINOJIHAETCA cKpunT Down

e CKpunT UCNOSHAETCS OAMNH pa3, NMpuv N3MEHEHNN COCTOSIHUSA

e [laHHbIN CKPUNT NpOBEPSAET AOCTYNHOCTL y3na 8.8.8.8 n ecnu oH He
aocTyneH nepesarpyxaet USB-mogem

add down-script="/system routerboard usb power-reset duration=3» host=8.8.8.8
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Recursive Routing

e [lo3BONSAET yKasaTb B KQ4eCcTBe LW1o3a Nobdbou
NPON3BOJIbHBLIN afpecC B CETU

 [Npun 3TOM 3TOT agpec pacno3HaeTCs Yepes APYrom LI03

e YnpaBnsieTcs npu NOMOLLM napaMmeTpoB MapLlpyTa Scope

n target-scope (MapLIpyT onpenensieTcs Yepes apyrme

MapLUpyTbl, YEN SCOPE MEHbLLE NN paBeH target-scope
3TOro mMapLupyTra

B Poccum
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Recursive Routing

add distance=1 gateway=8.8.8.8 target-scope=20
add distance=1 dst-address=8.8.8.8/32 gateway=192.168.0.1 scope=20

D=k, Address /| Gateway Diskance  |Routing Mark, ||
a5 F=0.0.0.0/0 8.8.8.8 recursive via 192,168.0.1 ether3-LAMN 1
AS Fogss 192.168.0.1 reachable ether3-LAN Lo

e bonee nogpobHo, cMm. ctatbio Advanced Failover Without
Scripting https://wiki.mikrotik.com/wiki/
Advanced Routing Failover without Scripting
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Dynamic Routing

* |/lcnonb3oBaHne NPOTOKO0B ANHAMNYECKON
mapwpyTtunsauymn (RIP, OSPF, BGP), ocobeHHO COBMECTHO
c BFD nossonatoT yckopuTb onpenenieHne HegoCTYMHOro
LLNo3a

o K coxxaneHuto nposangep obbl4YHO NpenocTaBnsieT
NOOKJIFOYEHNE CO CTAaTUYECKOW MapLLUpyTM3aLeEN
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MultiWAN Ha Bxone

e K coxxasieHunto npu obecnevyeHnmn pesepBnpoBaHnga KaHana ons
OOCTyra CHapy>Xu, 06bIMHO Mbl OCTaeMCS NPUBA3AHHBIMUN K
BHewHUM |IP-agpecam BbloaHHbIM NpoBanaepoOM

e [lpn HEQOCTYNHOCTW KaHana, CTaHOBSATCA Tak>Ke HeOOCTYMHbI
accouunmpoBaHHble ¢ HUM |IP-apgpeca

e EcTb 2 cnocoba nsbexxaTrb aToro
e BbIHOC BHeLWIHEro poyrtepa Ha otaenbHyto nnowagky (Tierd AU

e [lonyyeHune AS n yctaHosneHne BGP-ceccum ¢ HECKOJTIbKUMWU
npoBangepamMmu
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PoyTep Ha BHELLHEN
naowiagke

* lloes 3akJito4aeTCs B BbIHOCE MapLupyTmnaaTopa Bo BHewHuK L,
KOTOPbIN NMEET BbICOKUN YPOBEHb PE3EPBUNPOBAHNSA

e JTO Hanbonee gelweBbIi BapnaHT (HECKONbKO ThicaY pybnen B Mecsiy, 3a
IOHUT UV HECKOJNIbKO COTEH pybnen 3a VPS)

 Bcs paboTta ¢ BHEWHUM MUPOM nepeHocuTca Ha poyTep B L

e Tak kKak mexnay opucom n Ll HeT HeobxogmocTu ncnonb3oBatb NAT,
obneryaetcs banaHcupoBKa Harpy3ku v rnpu HEMCNPaBHOCTM KaHana He
nponcxognT paspbiBa ceccuun

e JTO pelleHNe TaK Xe MPeKpacHO COYETAETCA C ANHAMUNYECKON
MapLpyTmnsagymen
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PoyTep Ha BHELLHEN
naowiagke

192.168.88.0/24 Internet

OSPF + BFD

.@' ==

Tunnel2
Office ALl

e B aton cxeme NAT 1 ocHoBHOW hanmpBon HaxoasTcsl HA mapwipyTtuadaTtope B AL

e OduncHbIN poyTep ToNbKO obecrnevnBaeT 6anaHCUPOBKY HArpys3ku Mexxay
TYHHENAMA
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BGP + AS

[Tonly4yeHne cBoen aBTOHOMHOW CUCTEMbI MO3BOJISIET
NoJSly4nTb NpoBanaepoHe3aBUCMbIN BTOK afpecoB U
obecneunTb ero AOCTYMHOCTb YePEe3 HECKOJTbKUNX
nposBangepos

MuHnManeHbI 610K agpecoB npu aTom /24
TpebytoTca 3HaHnA npoTokona BGP

IEI,OCTaTOL-IHO BbICOKaAAdA CTOMMOCTb BJ1ladEeHUNA
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